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location = /baidu.html {
proxy_pass http://www.baidu.com;

location /static {
#rootfb IR root# 2+ Tocationiiz
#root /usr/www/;
#aliasMbEgE G2 fiHaliasBEE#locationfkis
alias /usr/www/static/;
index index.html;

# T HRE

location /download {
alias /usr/www/download/;
# PRE2m
Timit_rate 2m;
# 30m2 = Btk
Timit_rate_after 30m;

Tocation ~* \.(gif|png|ljpglcss|js)$ {
root /usr/www/static/;

HEEE

Tog_format main '$remote_addr - $remote_user [$time_local] "$request” '
'$status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$http_x_forwarded_for"';
access_log Tlogs/$host.access.log main;

rewriteEEE
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188X rewrite regex replacement(flag];
MFBIE: server, location, if

rewrite2SLIIURLEEMNEEIES, (HiRfEregex(ENFRIAR)RILEENEBEEZreplacement, R
Eflaghric

location / {
rewrite A/ http://www.baidu.com;

Jocation / {
rewrite "A/images/(.*)\.(png|jpg)$' /fox?file=$1.%$2;
set $image_file $1;
set $image_type $2;

location /fox {
root html;
# TR A SO R BATAE, R EEE— RIS
#IRFTA FISFEARA T, AT — AW EE M &G — NS5
try_files /$arg_file /image404.html;

Tocation /image404.html {
return 404 "image not found exception";

gzipE4asRES

NEEHE RS HIRIRS MR SRR SUHSHIESaRE, RS MU R NS e ST I E a7
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# JFHEgzip

gzip on;

# FHURRA RN

gzip_min_length 1000; #1k

# RGN (Fo s, e )N R 3 CPUTHEL BER)

gzip_comp_level 5; # 1-9

# IR ST R4 antxt, xm],htm] ,css

# jpg,pngA Bl itk =, A Hgzip

gzip_types text/plain application/json application/x-javascript
application/css application/xml application/xml+rss text/javascript;

location /static {
alias /usr/local/apps/static/d1ib-19.18/;
# WoNHX
autoindex on;
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REKE

EREBEIEEFinS BirRS SR EIEIN— M MIERSEE, SHiRERDRIERSS, EHAER
SanABRRSSHAREEFRFRE . XMNEIESPEFinREAEIERSSs L, HiEE
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# EmfCH
location = /baidu.html {
proxy_pass http://www.baidu.com;

RBAEBREEFiRLAEFRRSR, EEFRSABE— M EARNXEERELKERIREIELIE
ARG SRFIRELER, XPMIESPEFRAFEAMERIERS ST, (ENE RS 2E0R.

location = /fox {
proxy_pass http://127.0.0.1:8080/;

REEXSH

proxy_pass # IR

proxy_redirect off; # REAUEEN
proxy_set_header Host $host; # f& header Z¥% 5%
proxy_set_header X-Forwarded-For $remote_addr; # #&HErequest header RI% ) imIPHiht
proxy_connect_timeout 90; # 4TRSS HI I ja]
proxy_send_timeout 90; # &R K%K A E
proxy_read_timeout 90; # iRHUE KN A
proxy_buffer_size 4k;

proxy_buffers 4 32k;

proxy_busy_buffers_size 64k;
proxy_temp_file_write_size 64k;

S

upstream backend {
ip_hash;
server 127.0.0.1:8088 weight=1;
server 127.0.0.1:8080 weight=1;
#server 127.0.0.1:9080 backup;

server{

Tisten 80;
server_name Tlocalhost;

Tocation / {
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
#
proxy_pass http://backend/;
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upstream HEXES£{:

service RIREHbE fnud

weight #HUE

max_fails  RILE/AR YONENLCHRL, B

fail_timeout i tH e B TR DU B[]

backup # MRS

max_conns SRR ORIERAL

slonw_start 41imtkE, AN, M5 sTon_start JEIANRSXF

REIEEL:

Tist #%—"
i) + BUE
BEHL  + FEE
ip_hash
url_hash
—#thash
U TR
S5 M 7 T )

1. &89 FUA) BNEKENEIRFE—SEIARENERRSS, WRERRSsRdownis, 88
sk,

upstream backserver {

server 192.168.0.14;
server 192.168.0.15;
}

2, IEENE fEERIAILER, weightFlAIEELERpLIELL, AT RIRIRSSFMEREAIAIELR.

upstream backserver {

server 192.168.0.14 weight=8;
server 192.168.0.15 weight=10;
}

3. IP4PRE ip_hash BNMERIZBGEiIpAhashER D ES, XHEEMAZREEHI— N EiniRSEE, AT
i RsessionfalaxR,

upstream backserver {
ip_hash;

server 192.168.0.14:8888;
server 192.168.0.15:8080;
}

4. least_conn

BiEKRERAIEEHR PG RIRSEE. RIEERIEERIIINERESE N IR, FEliIrRiEAE
1BRE; B2, BYEkSANNEERK, SSHEMENGERGREKS. XMIER T, least_conniXHf
A AT LUARIEIF RIS EIIERIER.



upstream backserver {
least_conn;
server localhost:8080
server localhost:8081;
server localhost:8082 backup;
server localhost:8083

weight=2;

HHEE RIS R 1) i i AR 55 2%

max_fails=3 fail_timeout=20s;

5. fair ($B=7) ZREHRSH[/AMBAAIERSEIER, TR EREAITHEC.

upstream backserver {
server serverl;
server server2;
fair;

3

6. url_hash (5=75) &iAEurifhashEER Ko EIEK,

RSN EFRILLRER.

upstream backserver {
server squidl:3128;
server squid2:3128;
hash $request_uri;
hash_method crc32;

}

REEREF
IR KRS BRI T 17

EE urEREIR—NERRSE, Eik

http://nginx.org/en/docs/http/ngx_http proxy _module.html

#proxy_cache_path ZZf7#1%
#levels ZAFES % H A%k
#keys_zone ZEAf7 X NAF R/
#inactive A%

proxy_cache_path /tmp/nginx/cache levels=1:2 keys_zone=my_cache:10m max_size=10g

inactive=60m use_temp_path=off;

server {

Tisten 80;

server_name Tlocalhost *.yuanma.com;

Tocation / {
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_pass http://backend/;

proxy_cache my_cache;

#LL 2 emd SIE S Key

proxy_cache_key $host$uri$is_args$args;


af://n51
http://nginx.org/en/docs/http/ngx_http_proxy_module.html

proxy_cache_valid 200 304 302 1d;

}
3
BFSEFERAA:

RT=E &

http proxy_cache_path

levels

keys_zone

inactive
max_size

location proxy_cache

proxy_cache_key

proxy_cache_valid

Z1FiEbR , ™INngx_cache_purgef&Eih

# T #ingx_cache_purge il

ik
EEEFXAMREERE

EEERERRE=R, BE1-20F/FRR. 112 FR
=E.

BEFHREFR RAFHRAN, U0 cache_item:500m , FRRE
BE—N&acache_item K/NA500m, BHA/INGERFEIIE
BEEEER.

RIKAERTE 40:10d MNR— M UEHIRE 1 ORI SBEMR
BEXEERAE. BHRSSEESE SR
IEEERFX, Xhzkeys_zone FIFEHE

BT S EFkey W $host$urisis_argssargs NMELIE
EEmdS{EMIS/Key

ARERRSEIREEFEE

wget http://labs.frickle.com/files/ngx_cache_purge-2.3.tar.gz

#EE O i
./sbin/nginx -v

#EANginx 2@ HF EHE --add-module ABLHfR R (14 4%
./configure --prefix=/usr/local/nginx --with-http_stub_status_module --with-
http_ss1_module --with-debug --add-module=/root/ngx_cache_purge-2.3

#EH TR
make
#ITH 2

iBRETE

location ~ /clear(/.*) {
# RV A TP

allow 192.168.3.1;

#EE LY B IP
deny all;

#IC B IS R E 2 X MR (S proxy_cache_key—30)
proxy_cache_purge my_cache $host$1$is_args$args;

HTTPSEZE
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ERRBEERIED

https://www.cnblogs.com/hnxxcxg/p/7610582.html

# {fifopenss1 T HA4— 4 RSAFLH

openss1 genrsa -des3 -out server.key 1024

# AERCSR GIERZ41ER)

openss1 req -new -key server.key -out server.csr
# THERALEH i 1Y

openss1 rsa -in server.key -out server.key

# AR E AU

openss1 x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

FoEhttpsiRSS : http://nginx.org/en/docs/http/configuring_https servers.html

server {
Tisten 443 ss1;
server_name fox.yuanma.com;
ss1_certificate server.crt;

ssl_certificate_key server.key;

location / {
proxy_pass http://backend/;

tomcat BicE&, AILAARFEE

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="443" proxyPort="443" />

Nginx{gERIE

1.nginXENARIRBEH BRI BZZpulIEtEN. FEEIEINworker_cpu_affinityEie ESEEkFTHFIA
Z#cpu,

BIg4BENginx workeri#HZZIHEERICPURZ, A=HIZ M workeri#ZEBEIERE—1N"CPURYIEIR.

#2t%cpu, JFJE2 R
worker_processes 2;
worker_cpu_affinity 01 10;

#440-cpu, HA4NEERE
worker_processes 4;
worker_cpu_affinity 0001 0010 0100 1000;

2. EeEworkerHFERAFTHEEL , BERNginxHIL“too many open files"§&iR

worker_rlimit_nofile 65535;


https://www.cnblogs.com/hnxxcxg/p/7610582.html
http://nginx.org/en/docs/http/configuring_https_servers.html
af://n107

3R Eiot&ER, select,poll,epoll(linux) kqueue(unix) ,
B BFAEEE worker_connections , ZAIA1024
E&FTFFacceptilf iEi%: accept_mutex[on |off] BRIA: accept_mutex on;

accept_mutexZ2NginxFIGEIDEH, JFE—PworkerHFEE I ANEEEIEIAZ Iworker_connections
ECBHIRAEZE7/80F, SAKMIE/NZworker#FEIX B TCPIERRINIS, acceptBIERAR
I, WIRKAE, BRARITCPIEEATREIRER, BworkerHiEZ ENRBSIFETYE, Flt
FEWKAE,

{FFaccept BRI HIEEER Z AAVFEIRATE] 18X accept_mutex_delay Nms; XA
accept_mutex_delay 500ms;

events{
use epoll;
worker_connections 10240;
accept_mutext on;
accept_mutex_delay 500ms;
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